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COALA is an on-premises software solution for log management and analysis, designed to
meet the needs of compliance, security, and control. It is a versatile tool capable of adapting to
the requirements of any organization, whether public or private, ensuring regulatory compliance
and continuous monitoring of IT infrastructure. COALA's technology is also available in SaaS
cloud version, through LogBox.
The presented case study, resulting from the collaboration between HTS and Every Sws,
highlights an innovative use of COALA that goes beyond traditional compliance purposes. In
this context, COALA was implemented to manage large volumes of logs, allowing for quick
identification of ongoing processes and, when necessary, enabling timely intervention, thereby
adding significant value to the logs.

INTRODUCTION

Roberto Di Martino, founder and CEO of Every SWS, who in this instance also serves as
the company's Solutions Manager, explains the reasons that led Every SWS to seek a new
log management solution: "Our original goal was to find a system that would allow us to fully
comply with regulatory requirements, particularly those related to GDPR and the logging of
system administrator access. Initially, the idea was simply to replace our 'home-made'
solution." After the scouting process, the meeting with HTS and COALA proved to be
decisive. Di Martino continues: "Already during the first product demo, we realized that its
flexibility and configurability, combined with HTS's willingness to understand our specific
needs, could offer us much more. Not only would we meet regulatory requirements, but we
would also be able to address other needs we had already identified."
Every SWS's Multi-Tenant platform generates around 2 million log events per day, with an
average of over 20 events per second and peaks exceeding 40. This enormous amount of
data requires efficient management. "With these volumes – nearly a billion log events per
year – centralizing everything into a single database wasn’t practical," explains Di Martino.
"However, distributing the logs per Tenant complicated both troubleshooting and reporting,
making them complex and costly. Moreover, it was difficult to perform cross-platform analysis
to identify the causes of infrastructure resource overloads."
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Di Martino continues by explaining that, to achieve the set objectives, they decided to conduct a
Proof of Concept (PoC) to test COALA's adaptability to Every SWS's environment. In a short
time, it became clear that the solution, with a few targeted improvements that HTS was willing
to implement, was perfectly capable of handling the volumes and complexity of the
infrastructure.
Among the decisive factors that led to the choice of COALA, Di Martino emphasizes: "A crucial
aspect was the reduction in the transfer time of log events from the collector to the analysis
system, enabling real-time consultation. This optimization allows COALA to be used as a
reference tool for investigations and troubleshooting."
After a couple of months, the PoC was successfully completed, and COALA was integrated into
the production environment, extending its use to all relevant business areas, from Security and
Compliance to Customer Support.

SOLUTION

What benefits has COALA brought to Every SWS? Di Martino explains: "Today, thanks to
COALA, we have a single centralized tool that securely collects and organizes all the events
occurring on our Cloud platform. The logs are cataloged in a ‘Third Party’ structure, ensuring
the integrity of the data, both in terms of timestamps and reporting, in compliance with the
requirements of our Information Security Management System (certified ISO/IEC
27001:2022) and GDPR, for both the data we manage as controllers and as data processors
on behalf of our clients."
"Additionally, the ability to analyze the log events from different perspectives (by Tenant, by
process, by server, etc.) allows us to intervene quickly and precisely on any issues, thus
improving the efficiency of our infrastructure."
Di Martino adds, "The integration between the resource load data from the platform and the
new log analysis capabilities has enabled us to implement optimization actions that have
enhanced overall performance, allowing us to continuously monitor the efficiency of the
service we provide."

BENEFITS
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The implementation of COALA has brought tangible benefits not only in
terms of regulatory compliance but also, and most importantly, in daily
operational management. The ability to quickly analyze large volumes of
data has significantly enhanced the capacity to prevent and resolve issues
in real time, thus ensuring a consistently high quality service.
"The collaboration between Every SWS and HTS will continue with the aim
of further expanding the solution's capabilities and constantly improving the
efficiency of our Cloud platform, offering our clients an increasingly high-
performance service that is aligned with their ever-evolving needs." -
concludes Di Martino.

CONCLUSIONS

HTS - Hi Tech Services is the
Italian company specialized
in cybersecurity and privacy
products and services.
Among its offerings are log
management, IAM, custom
software development, and
Intelligence Operation
Center services.

The implementation of COALA has brought
significant advantages, improving not only
regulatory compliance but also daily operational
management. The ability to quickly analyze large
volumes of data allows us to prevent issues and
address emerging needs in real time, maintaining
a high level of service.
The collaboration between Every SWS and HTS
continues, focusing on expanding COALA's
features and enhancing the efficiency of our
Cloud platform.
In summary, COALA has seamlessly integrated
into our strategy for optimizing business
operations, contributing to the continuous
improvement of our monitoring and management
capabilities.
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